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1. INTRODUCTION

a)

b)

d)

As'part of our operations, Airtel Networks Zambia PLC)(“Airtel”} collects and processes
certain types of information (inciuding but not limiited to, name, telephone numbers,
address, address, gender, photograph, ID card number, fmgerprmt and signature etc.} of
individuals that makes them easily identifiable. These individuals include customers,
current, past and prospective employees, merchants; suppliers/vendors, customers of
merchants and ather individuals whom Airtel Zambia communicates.or deals with, jointly
and/or severally (“Data Subjects”).

Maintaining the Data Subject’s trust and confidence requires that Data Subjects do hot’
suffer negative consequences/effects as a result of providing:Airtel with their Personal
Data. To this end, Airtel is firmly committed to comiplying with applicable data protection
laws; reguilations, rules and ptinciples to ensure security. of Personal Data handled by the
Campany. This Data Priva‘cy & Protection Policy (“Policy”) describes the minimum
standards that must be strictly adhered to regarding the collection, use and disclosure of
Personal Data and indicates that Airtel is dedicated to processing the Personal Data it
receives or processes with absolute confidentiality and security.

- This Paotlicy applies to all forms of systems; operations and processes within the Airtel

Zambia environment that involve the colléction, storage, use, transmission and disposal
of Personal Data.

Faillure to comply with the data protection rules and guiding principles set out in the
Zambiallocal law data privacy and protection legislation as well as those set out in this
Policy-is a material viclation of Airtel [Jurisdiction]s policies and may resultin disciplinary
action as required, including suspension or termination of employment or business
relationship.

2. SCOPE

a)

i.
it.

iit.

This Policy applies to all:

customers’ and employees of Airtel Zambia;

and any external business partners (such as merchants, sugpliers, contractors, vendors
and ather service providers) who receive, send, collect, access, or process Personal Data
in any way on behalf of Airtel Zambia, including prcc‘essing.wholly'or-'pa_r-tly by
autemated means;and '

third party Data Processors who process Personal Data received from Airtel [Zambia].



b)

o)

Consequences of non-compliance

All emiployees, temporary staff of Airtel Zambia; co ntractors-and third parties are required
to comply with this policy.

Non-compliance with this policy is & ground for enforcement action, and.the action may
include termihation of employment or termination of a relevant contract.

3. OBIJECTIVES

a)

b)

It is the respansibility of the Data Protection Officer to manage data privacy within Airtel
Zambia.

The objectives of Airtel Zambiain relation to data privacy are to ensure that:

A privacy framework is established to implement, monitor, manage and. improve
organization-wide information privacy centrols;.

The privacy roles and responsibilities are defined and assigned at all levels ensuring that
the individuals understand them;

infermation privacy awareness is-créated among employees;

Appropriate, reasonable, technical and organizational measures are adopted

-.organ_izat’iomwide to prevent loss, damage, or unauthorized destruction and untawfui

access to or unauthorized processing of personal data; and
The. privacy framework and controls. aré reviewed at regular intervals and updated to
incorporate latest legal and regulatory requirements and industry best practices.

4. DaTa PROTECTION OFFICER.

a)

b)
i
i

ik

Airtel Zambia shall appoint a Data Protecticon Officer[_s’) (DPO) responsible for overseeing
the Company's data protection strategy and its implementation to ensure compfliance
with the Zambia Data Protection Act and attendant regulations and guidelines
requirements. The DPO shail be a knowledgeable person on data privacy and protection
principles and shall be farniliar with the provisions-of the Zambia Data Protection Actand
attendant-‘regulatzions and guidelines.

The main tasks of the DPO include:

administering data protection policies and practices of Airtel;

monitering ccim-_plian’ce with the Zambia Data Protection Act and attendant tegulations
and guidelines and other ‘data protection laws, data protection policies, awareness-
r.ais‘ing, training, and audits;

advice the businéss, management, employees and third parties who'carry on processing
activities of their obligations under the Zambia Data Protection Act and attendant
regulations and guidelines;

acts as a contact point for Airtel;

monitar and update the implementation of the data protection policies and practices of



Airte} and ensure compliance:amongst all employees of Airtel;

vi.  ensure that Airtel undertakes a Data Impact Assessment and curb potential risk in Airtel
data processing operations; and
vii. maintain a Data Base of all Airte] data collection and processing eperations of Airtel.

5. PRINCIPLES FOR PROC_ESSI_NG OF PERSONAL DATA

a) Airtel is committed to maintaining the principles in the Zambia Data Protection Act and
attendant regulations and guidelines regarding the ;:urc:ocess_i'ng_mc Personal Data.

b} To demonstrate.this commitment as well as aur aim of creating a positive privacy culture.
within Airtel, we adhere to the following basic principles reiating to the processing of
Personal Data:

5.1 Lawfulness, Fairness and Transparency

a) Persenal Data must be processed lawfully, fairly and in a transparent manner at all times.
This implies that Personal Data collected and processed by or on behaif of Airtel must be
in accordance with the specific, legitimate and lawful purpose consented to by the Data.
Subject, save where the processing is otherwise allowed by law or within other legal
grounds recognized in the Zambia Data Protection Act and attendant regulations ard
guidelines.

52 Data Accuracy
Personal Data must be accurate and kept up-to-date. In this regard, Airtel will;

a2}  make efforts to ensure that any data it cellects ahd_/b‘f processes is accurate and
not misleading in a way that could be harmful to the Data Subject;

b} make efforts to keep Personal Data updated where reasonable and applicable;
and

c} make timely efforts to correct or erase Personal Data when. inaccuracies are
discovered.

5.3 Purpase Limitation

a) Airtel'will process'personal data based on one of the following grounds:

i.  performing acontract or to enter into a contract with the data subject for
example, we process the numbers customers dial, how much data they use
and when they do it so'we can provide them with a connection and issue
a bill;

ii.  Airtel's legitimate business interests, as long as these do not override the



-data subject’s rights and freedoms. For example, fraud preventien,
‘security of our network and services, makketing,- analysing and improving
our services; or

iii. complying with a mandatory legal obligation, for example, accounting, tax,
money Jaundering, anti-bfibery requirements

h) Airtel will collect personal data relating to:

iv. -employees and: appllcants for employment, inciuding an -employee’s job
application, records of training, documentation of performance appraisals,
salary increases, expense claims and other employment records
(Employee Personal Data)

V. consumers (i.e. membeérs of the public to whomni we d6 not directly sell our
products and services but who use, will use or are considefring using: a
service which Airtel ultimately provide) and customer contacts {Customer:
Personal Data)

vi.  users of our websites or other related services provided by Airtel (User
Personal Data)
vii.  supplier contacts, industry professionals and other individuals who provide

goods and/or services to the Airtel (Supplier Personal Data).
¢) Airtel holds and processes Emplayee Persanal Data for the following purposes:
i. administering and managing its employees;
ii.  administering empleyee benefits and entitlements;
iii.  protecting the legitimate interests of the Airtel, inciuding investigating acts-or
defaults: and
iv. compliance with applicable laws, regulations and rules.
d} Airtel holds and processes Customer Personal Data for the following purposes:
i, admlnlstermg and ‘managing our relationships with our consumers and
customers, which may include:
(a) dealing with enquiries, processing orders and. providing the customer
with products and services (including facilitating delivery);
(b) taking the appropriate measures to invoice and take the appropriate
paymentor credit from the customer; and
(c) providing updated informaticon, such-as changes to terms and conditions;
ii.  marketing and promoting our products and services and inviting customers to
participate in market research;
ii, any corrective action which may be required in resp'ect.oi‘ any of the prad ucts.
and services we supply;

Jv. improving and innovating our products ahd services which, for example;
enables-us to manage our networks and understand network usage more
effectively;

V. credit checks, fraud prevention, debt recovery and security purposes; and

vi.  compiiance with applicable laws, regulations and rules.

e) Airtel holds and processes User Personal Data for the following purposes:
. supplying marketing and promotional material (at the user’s express request)
and advertising online;



f)

g

5.4

a)

b)

5.5

a)

h)

d)

ii. adniinistering and improving our websites and related purposes, {including
collecting and  analysing anonymous, de-identified and aggregate
information); and.

iii.  compliance with applicable laws, regulations and rules.

Airtel holds and processes Supplier Personal Data for the fol[owin_g purposes;

i. administering the receipt of products and services from its suppliers;

ii. administering and managing its relationships with its suppliers; and

iii. compliance with applicable laws, regulations-and rules.
Airtel may shdre the personal data that it collects with its corporate affiliates and third
parties operating on its behalf Airtel will-only share personal data with companies.that
are required to protect personal data in accordance with relevant laws, regulations and
rules, and subject to any appropriate security measures and directions from the relevant
Airtel data controller, and in accordance with this policy.

Data Minimization

Airtel Zambia limits Personal Data ¢ollection and usage to data that is relevant, adeguate,
and absolutely necessary for carrying out the purpose for which the data is processed.

Airtel Zambia will evaluate whether and to what extent the processing of personal data is.
necessary and where the purpose allows, anonymized data must be used..

Integrity and Confidentiality
Airtel shall establish adequate controls in order to protect the integrity and confidentiality
of Personal Data, both in digital and physical format and to prevent personal data-from

b;eing-_acciden_talw or deiiberately compromised.

Personal data of Data Subjects must be protected from unauthorized viewing or access
and from unauthorized changes to ensure that it is reliable and correct.

Any personal data processing undertaken by an-employee who has not been authorized

to carry such-out as part of their legitimate duties is un-authorized.

Employees may have access to Personal Data orily as is appropriate for the type and scope

of the task in question and are forbidden to use Personal Data for their own private or

commercial purposes or to disclose them to unauthorized persons, or to make them
available in-any other way.

Human Resources Department must-inform employees at the start of the employment
're_lationship_abo'ut the obligation to maintain personal data privacy. This obligation shall
remain in force even after employment has ended.



5.6 Personal Data Retention

a) Al personal information shall be retained, stored and destroyed by Airtel in line with
legislative and regulatory guidelines. For all Personal Data and records obtained, used and
stored within the Company, Airtel shall perform périodical reviews of the data retained
to confirm the accuracy, purpase, validity and requirement to retain.

b} To'the extent permitted by applicable laws, the iength of storage of Personal Data shall,
amongst other things, be determined by:

i thé contract terms agreed between Airtel and the Data Subject or-as
iong as it is needed for the purposefor which it was obtained; or
ii. whether the transaction or relationship has statutory implication or a
required retention period; or
iii. ‘whether there is an -express request for deletion of Personal Data by
‘the Data Subject, provided that such request will only be treated
where the Data Subject is not under any investigation which may
require Airtel to retain such Personal Data or there is no subsisting
contractualarrangement with the Data Subject that would require the
proc’e'ss‘in'g--.tj'f the Personal Data; or
V. whether Airtel has another lawful basis for retaining that information
beyond. the period for :which it is necessary to serve the ocriginal
purpose.
c) Airtel will use all feasonable means to not keep any Personal Data in Airtel’s possession
where such Personal Data is no longer required by Airtel provided no law or regulation
being in force requires Airtel to retain such Personal Data,

d) For further guidance on document retention and destruction, please contact
dataprotection@zm.airtel.com.

5.7  Accountability

a) Airtel demonstrates.accountability in line with the Zambia Data Protection Act and

attendant regulations and guidelines obligations by monitoring and continuousty’
improving data privacy practices within Airtel.

b} Any individual or employee who breaches this Policy may be subjectto internal

disciplinary action (up to and including termination of their employment); and may also
face civil orcriminal liability if their action violates the law.

6. Darta Privacy NOTICE



a) Airtel considers Personal Data as confidential and as such must be adequately protected
from unauthorized use and/or disclosure. Airtel will ensure that the Data Subjects are
provided with adequate information regarding the use of their Personal Data as well as.
acquire their respective Consent, where necessary.

b} Airtel shall display a simple and conspicuous notice (Privacy Notice) on any medium
through which Personal Data is-being collected or processed. The following information
must be considered for inclusion in the Privacy Notice, as appropriate in distinct
circumstances in order to ensure fair and transparent processing:

i.  Description of collectible Personal Data;
ii.  Purposes for which Personal Data is coliected, used and disclosed;
iii.  What constitutes Data Subject’s Consent;
iv.  Purpose for the collection of Personal Data;
v.  The technical methods used to collect and store the information;
vi.  Available rémedies in the event of violation of the Policy and the
timeframe for remedy; and
vii.  Adequate information in order to initiate the process of exercising their
privacy rights, such as access to, rectification and deletion of Personal
Data. _

c) Airtel Privacy Notice is-available on Airtel website via this link.

https://077.airtel.co.zm/assets/pdf/Airtel-Networks-Zambia-Privacy-Notice-1.pdf

7. CONSENT _
Where processing of Personal Data is based on consent, Airtel shall obtain the requisite
consent of Data Subjects at the time of colliection of Personal Data. In this regard, Airtel will
ensure:

a) that thespecific purpose of collection is made known to the Data Subject and the Consent
is requested in a clear and plain language;

b} that the Consent is freely given by the Data Subject and obtained without-fraud, coercion
or undue influence;

c) thatthe Consent is sufficiently distinct from other matters to which the Data Subject has
agreed;

d} that the Consent is explicitly provided in an affirmative manner;

e} that Consent is obtained for each purpose of Personal Data-colle:cition_ and processing; and

f) that it is clearly communicated to in a simple language and understood by Data Subjects:
that they can update, manage or withdraw their Consent at any time.

8. DATA SuBJECT RIGHTS

a) Allindividuals who are the subject of Personal Data held by Airtel are entitied to the
following rights:



i.  Righttorequest for and accesstheir Personal Data collected and stored. Where data
is held electronically in a structured form, such as in a Database, the Data Subject
has a right to receive that data'in a common electronic format;

ii.  Right to information on their:personal data collected and stored;

iii. Right to ebjection of request for restriction;
iv.  Right to object to automated decision making;

V. R'ig'ht-toﬁ request rectification and modification of their data which Airtel keeps;

vi.  Right to request for deletion of their data, except as restricted hy law or Airtel
statutory obligations;

¥ii.  Right to request the piovement of data from Airtel to a Third Party; this is. the right
_ to the portability of data; and
viii.  Right to object to, and to request that Airtel Zambia restricts the processing of their

information except as required by law or Airtel Zambia’s statutory obligations.
b} To optout of marketing and unsolicited messages:

i Ifyou nolongerwant to receive marketing messages from Airtel, you can choose to
opt out at any time. If you've previously opted in to receive personalized content
based on how and where you use our network, you can also opt out at any time.

ii.  These are various ways to opt out:

o Contact -our ‘custemer services team via the email addresses—
AirtelCustomerServices@zm_ airtel.com

* Reach out'to any member of the High Value Experience managers or Key Account
Managers (KAMs)

e Click the unsubscribe icon from our email ornewsletters:if you receive any.

« Disablepush notification miessages, including marketing messages, at any time in our
apps by changing the notification settings on your device or by uninstalling the app
and

-« You can also activate DND (Do not Disturb} by dialing ¥111#

¢ (ontact our customer service team by dialing 111

¢) Airtel [Zambial's well-defined procedure regarding how to handle and answer Data
Subject’s requests are contained in Airtel {Zarmbial’s Data Subject Access Request Policy.

d) Data Su_bject-s-'can exercise any of their rights by completing the Airtel [Zambia]’s Subject
Access Reguest {(SAR) Form and submitting to the Company via
dataprotection@zm.airtel.com or call the number+260 977 770097

9, APPOINTING DATA PROCESSORS AND ENGAGING WITH DATA CONTROLLERS
a) When appointing third ‘parties to carry out processing of personal data on the: Airtel
Zambia’s behalf, Airtel {Jurisdiction] shall only use processors that will guarantee to
implement appropriate technical and organizational measures to ensure that their



b)

c)

d)

processing activities meet -the requirements of data privacy laws and ensure the

protection of the rights of data subjects.

When appointing a third-party data processor, Airtel Zambia must enter into a written

agreement with that processor which specifies (i) the subject matter and duration of the
processing; (ii) the nature and purpose of the processing; {iii) the-type of personal data
and categories of data subjects; and (iv) the'obligations and rights of Airtel Zambia as data
controller. The _agr__eemen't must impose obligations at least as onerous as those set out

‘in Annex 1.

When Airtel Zambia and & third party jointly determine the purposes for which, and the
manner in which, personal data is processed, they might be censidered joint data
controllers'under data privacy laws.

The requirements in paragraph 9{a-c) also apply to personal data sharing between Airtel
Africa Group comipaniés. In that case, references to a third party shall be-read as ‘Airtel
Africa Group recipient’.

10. TRANSFER OF PERSONAL DATA

a) Intra Group Arrangements

Personal data may be transferred between companies in the Airtel Africa Group in
accordance. with applicable data privacy laws, Airtel Intra-Group Data Processing
Agreement and this policy; in particular the data protection principles set out in
paragraph 5 above and; if relevant; the requiremeénts in relation to sharing personal data
with a data processor or controller set outin section 9 above.

Where an Airtel Africa Group company receives persanal data in its capacity as a data
processor; that company shall comply'with the requirements set out in paragraph g(a-b}
of this palicy.

b) Third Party Processor within Zambia

Airtel may engage the services of third parties in erder to process your Personal Data of
collected by us. The processing 'by_ such third parties shall be governed by a. written
contract with Airtel to.ensure adeqguate protection and security measures are put in place.
by the third party for the protection of Personal Data in accordance with the terms of this:
Policy and the Zambia Data Protection Act and attendant regulations and guidelines. We
may also share your personal data with law enforcement agencies where required by law
to do so,

Where applicable, Airtel will share your information with:
i, Partners, suppliers or agents involved in delivering the products and services
you've ordered or used. for example, when you apply for loan, your foan request
is handled by our business partner who is bound by contract to protect your



peérsonat data.

ii.  Lawenforcement agencies, governmentbodies, regulatory organisations, courts or
other public authorities if we have to, or are authorized to by law: Fos example,
under the Cybercrimes Act, a law enforcement agency may request a service
provider to keep or release any traffic data, subscriber information, content or non-
content information. This is, howevar, for law enforcement purposes only.

iii. A third party or body where such disclosure is required to satisfy any applicable
law, or other legal or regulatory requirement e.g: to detect or prevent fraud or the
commission of any ather crime.

v, A merging or acquiring entity where we undergo business reorganization e.g.
merger, acquisition or takeover.

c) Transfer of Personal Data to Foreign Country

Where Personal Data is to be transferred to a country outside Zambia, Airtel shall put
adequate measures in place to ensure the security of such Personal Data. In particular,
Airtel shall, among other things, conduct.a detailed assessment of whether

(a) the relevant persanal data shall be subject to an adequate level of protection, having.
regard to the-applicable laws and international agreements;-and

(b) the enforcement of data protection laws by authorities with appropriate jurisdiction
is. effective.
Transfer of Personal Data out of Zambia would be in-accordance with the provisions of
the Zambia Data Protection Act and attendant regulations and guidelines. Airtel will
therefore only transfer Personal Data out of Zambian jurisdiction on onie of the following
conditions:

a. Theconsentof the Data Subject has been obtained;

b. The transfér is made subject to standard contracts or intragroup schemes
that have been approved by the Data Protection Commissioner; or

¢. The Minister has prescribed that transfers outside the Republic is
permissible; ar _

d. The Data Protection Commissioner approves a particular transfer or set of
transfers as permissible due to a situation of necessity

e. Thetransferis necessary for the performance of a contract between Airtel
and the Data Subject or implementation of pre-contractual measures taken

at the Data Subject’s request;

f.  The transfer is necessaryto conclude a contract between Airtel and a‘third
partyin the interest of the Data Subject;

g. The transfer is necessary for reason of public interest;



hH. The transfer is for the establishment, exercise or defense of legal claims;.

i. The transfer is.necessary in order to protect the vital interests of the Data
Subjects or other persons, where the Data Subject is physically or legally.
incapable of giving consent.

Provided, in all circumstances, that the Data Subject has been manifestly
made to understand through clear warnings of the specific principle(s) of data
protection that are likely to be violated in the event of transfer to a third
country, this proviso shall not apply to any instance where the Data Subject is
answerable in duly established legal action for any civil or criminal claim in a
third country.

iii.  Airtel will take ail necessary steps to ensure that the Personal Data is transmitted in a safe
and secure manner. Details of the protection given to your information wheh it is
transferred outside Zambia shall be provided to you upon reguest.

v,

11. DATA PROTECTION.IMPACT ASSESSMENT

a) As Airtel Zambia operates as part of the Airtel Africa Group, when the Airtel Africa Group,
develops new systems and new ways of processing personal data, it considers the data
privacy principles above. Where'those systems or processing could be likely te pose a high
risk to the privacy of data subjects (e.g. systematic profiling of a large number of data
subjects on an automated basis in a way that affects their legal rights or status), Airtel
Zambia will carry out a data grivacy assessment in relation to that processing.

b) Airtel shall carry out a Data Protection Impact Assessment (DPIA} in respect of any new
project or IT system involving the processing of Personal Data to determiine whenever a
type of progessing is likely to result in any risk to the rights and freedoms of the Data.
Subject.

¢} Airtel shall carry out the DPIA in line with the procedures laid down in the Airte] Data
Protection Impact Assessment Policy.

12. DATA SECURITY

a) All Personal Data must be kept securély and should not be stored any longer than
necessary. Airtel will ensure that appropriate organizational and technical measures are
implemented to protect personal data of our custamers, employees, directors and
suppliers against unathorized access, accidental loss, damage and destruction to data.



13. DaATA BREACH MANAGEMENT PROCEDURE

a) A data breach procedure is.established and maintained in order to deal with incidents
concerning Personal Data or privacy practices leading to the accidental or unlawful
-destruction; loss, alteration, unauthorized disciosure of, or access to, Personal Data
transmitted, stored or otherwisé processed.

b} All employees must inform their designated line manager or the DPQO of Airtel
immediately about cases of violations of this Policy or other regulations on the protection
of Personal Data, in accordance with Airtel Personal Data Breach Management
Procedure in respect of any:

vi.
Vil.

viii.

impropertransmission of Personal Data across borders;

loss o'jr'the'f.t_ of data or equipment on which data is-stored; _
accidental sharing of data with someone who does not have a right to
know

this information;

inappropriate access controls allowing unauthorized use;

equipment failure;

human error resulting in data being shared with someone who does not
have a right to know; and

hacking attack.

¢} A data protection breach notification must be made immediately after any data breach

taensure that:

immediate remedial steps can be taken in respect of the breach;

any reparting duties to [Insert reievant enforcement agency if any] or any
other regulatory authority-can-be complied with,

any affected Data Subject can be informed and

any stakeholder cammunication can be managed.

d) When a potential breach has occurred, Airtel will investigate to determine if an actual
breach has occurred and the actions required to manage and investigate the breach as

follows:

Validate the Personal Data breach.

Ensure proper and impartial investigation (incl'_udin_'g digital forensics if
necessary) is initiated, conducted, documented, and concluded..

Identify remediation requirements and track resolution.

Report findings to the top management

Coardinate with appropriate authorities as needed.

Coordinate internal and external communications,.

Ensure that impacted Data Subjects are properly notified, if necessary.



viil. Immediately the breach is detected it needs to be notified to the Group
Privacy Officer-and Chief Legal Officer

e) The procedure for reporting of Personal Data Breaches to a Supervisory Authority
i, The Head of IT Security shall notify the DPO of any breach of personal data
immediately of being aware of such bteach.

ii. The DPO shail review each reported incident of data breach and determine
if there's a requirement to notify the relevant supervisary authority.
it The DPO shall be responsible for reporting in a timely manner all

incidences of data breaches to the relevant supervisory authority upoen
consultation with the Group Privacy Officer, Chief Legal Officer and Airtel
Africa Head of IT Security:

14, INTERACTION WITH SUPERVISORY AUTHORITIES
Engagement with Iocal data protection authorities or regulators is an important step in
strengthening Airtel’s data privacy and protection compliance programme and ensuring
the company continues to meet the expectations of its stakeholders. Prior to engaging
with-local data protection authorities, the DPO is required to consult with the Airtel Africa
Group Privacy Officer and functions responsible for data protection oversight to ensure
such engagement are éffective and wall-coordinated.

15. TRAINING

Airtei shall ensure that employees who collect, access and process Personal Data receive
adeguate data privacy and protéctiorn training in orderto develop the necessary km:w\arled'gef
skills and-.competence required to effectively manage the compliance framework under this
Policy and the Zambia Data Protection Act and attendant regulations and guidelines with
regard to the protection of Personal Data.

16. CHANGES TO THE PoLicy

Airtel reserves the right to change, amend or alter this Policy at any point in time. if we
amend this Policy;, we will provide you with the updated vérsion.

17. DEFINITIONS

“Consent” means any writteén, freely given, specific, informed and
unambiguous indication of the data subject’s wishes by which such
data subject, by a statement or by a clear affirmative action,
signifies agreement to the processing of personal data relating to.
that datasubject;



“Databhase”

“Data.Controllers”

“Data Processor”™

“Data Auditor™”

“Data. Subject”

“Data users”

HZDPAN

“pseudonymisation”

“Personal Data”

means a collection of data organized in @ manner that -allows

access, retrieval, deletion and processing of that data; it includes

but not limited to structured, unstructured, cached and file system
type Databases.

means a perscn who, either alone or jointly with other persons,
controls and is responsible for keeping and using personal data on
a computer, or in structured manual files, and requests, collects,

collates, processes or stores personal data froam or in respect of a

data subject.

means a person who, either alone or jointly with other persons,
controls and is responsible for keeping and using persanal data on

a computer, or in structured manual files, and requests, collects,
collates, processes or stores personal data from or in respect of a
data subject;

means a person licensed as a data auditor under section 29.

means an individual ffrom, or in respect of whom, personal
information is grocessed;

include employees whase work involves using or otherwise
processing personal data. Data users have a duty to protect the
information they handle by following our data protection and

security policies {including this poticy) at all times.

means the Zambia Data Protection Act, 2021.

means the processing of personal data in such a manner that the
pe.rsonal'd.ata can no longer be attributed to a specific data subject
without the use of additional information, where that additional
infermation is kept separately and is subject to technical and

-drganisationgl measures to énsure that the personal data is ‘not

attributed to an identified or identifiable natural person;

means data which relates to an individual who can be directly or
indirectly identified from that data which ihcludes a name, an

‘identification number, location data, an online identifier; or one or

more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person; It can
be anything from aname; address, a photo, an email address, bank
detaits, poSts_ on social netwaorking websites, medical information,,
and other unigue identifier such as but not limited to MAC address,



1P address, IMEl number, IMSI number, SIM, Personal Identifiable
Information (Pl and others.

“Sensitive Personal Data”  means personal data which by its nature may be used to suppress

the data subject’s fundamental rights and freedoms and includes
(a) the race, marital status, ethnic origin or sex of a data subject;
(b) genetic data and biometri¢ data: {c) child abuse data; {d) a data
subject’s political opinions; (e) a data subject’s religious beliefs or
other beliefs of a similar nature; {f) whether a data subject is &
member-of a trade urilon; or (g) a data subjéect’s physical or mental
hea'lth-,__-or physical or mental condition;

Annexure 1: Data Processor Language

The processor shall, when processing personal data on behalf of Airtel:

(a)

(b)

{cl

process the personal data only on documented instructions from Airtel; including
with regard to transfers of personal data to a couritry outside the European

Economic Area or to an intérnational organization {unless the processor is

required to do so by European Union or United Kingdom law, in which case the
processor shall inform Airtel of that ieg_al requirement before processing, unless
prohibited by that law on important grounds of public.interest);

ensure that persons authorized to process the personal data have committed
themselves to confidentiality or are under an appropriate statutory obligation of
confidentiality;

taking into account the state of the art, the costs of implemeritation and the
nature, scope, context and purposes of processing as wellas the risk of varying
likelihood and severity for the rights and freedoms of natural persons, implement
appropriate technjcal and organizational measures to ensure a level of security
appropriate to the risk; including as appropnrate: {i) the pseudonymisation and
encryption of the personal data; (ii} the ability to ensure the ongoing
confidentiality, integrity, availability and resilience of processing systems and.
services; (iii) the ability to restore the availability and-access to the personal data
in a timely manner in the event of a physical or technical incident; and {iv) a
process for regularly testing, assessing and evaluating the. ‘effectiveness of

technical and organizational measures for ensuring the security of the processing;

only engage another processor with Airtel’s prior specific written consent and, if
Airte! consents, by entering'into a legally binding written agreement that places
the same data protection obligations as those set out in this clause on the other
processor, provided that if the other processor fails to fulfil its data protection

‘obligations the initial processor shall remain fully liable to Airtel for the

performance of that other processor’s obligations;
taking into account the nature of the processing, assist Airtel by appropriate
technical and organizational measures, insofar as possible, to respond to requests



(g)

(h)

from data subjectsfor access to or rectification, erasure, portabifity, restriction of
processing or objections to processing of their personal data;

assist Airtel in ensuring compliance with Airtel’s security, data breach netification,

impact assessment and consultation obligations under Articles 32 to 36 of the
General Data Protection Regulation, taking into account the nature of processing
and the information available to the processor;

at Airtel’s election, delete or return ali personal data and existing copies to Airtel
at the end of the provision of the services (unless- Eurcpean Union or other
applicable law requires the processor to store the personal data); and

make available to Airtél all information necessary to demonstrate compliance with
the obligations in this clause and allow for and contribute to audits, including

inspections, conducted by Airtel or another auditor mandated by Airtel.



